TABPHL

TOURISM PROMOTIONS BOARD PHILIPPINES

25 August 2022

REQUEST FOR QUOTATION

Certificate No. PHP QMS 21 93 0061

The TOURISM PROMOTIONS BOARD invites you to submit quotations for the item/s

listedbelow:

RFQ No.

TPB-RFQ 2022.08.274

PR No. 8.043

Requirements:

Subscription

Renewal of Business Anti-Virus License for 12 Months

Malwarebytes Endpoint
MINIMUM REQUIRED TECHNICAL
SPECIFICATIONS
BUSINESS ANTIVIRUS
5.1. OPERATING PLATFORM:
5.1.1. Windows
5.1.2. Mac
5.2. CORE FEATURES:
5.2.1. Cloud management console
5.2.2. Includes next-gen antivirus
software
5.2.3. Real-time protection against
malware and other threats
5.2.4. Ransomware, zero-day exploits,
phishing protection
5.2.5. Brute force RDP, file-less
protection
5.2.6. Best-in-class threat remediation
5.2.7. Single, lightweight agent
5.2.8. Automated, on-demand reports
5.2.9. Optional server security
5.2.10. Threat hunting, isolation,
recovery
5.2.11. Windows ransomware rollback
5.2.12. Priority phone support
5.2.13. Optional premium support
5.3. THREAT REMEDIATION:
5.3.1. Cleans infected devices
5.3.2. On-demand and scheduled threat

Quantity | Item/Description Estimated Total Cost
Unit Price  |(PhP)
1 lot 285 pcs Business Anti-Virus License - Php950,000.00 | Php950,000.00

TOURISM PROMOTIONS BOARD PHILIPPINES \\,
4th Floor, Legaspi Towers 300, Roxas Boulevard corner P. Ocampo, Sr. St., Malate, Manila 1004 Philippines
Tel: +63 2 8525.9318 to 27 e Fax: +63 2 8521.6165 / 8525.3314 ¢ Email: info@tpb.gov.ph ® Website: www.tpb.gov.ph /\\
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scans

5.3.3. Comprehensive malware/artifact

removal

5.3.4. Non-persistent/Dissolvable

remediation agent

5.3.5. Isolates detected threats for later

remediation

5.3.6. Forensics tools for windows

environments

5.3.7. Unmanaged endpoint discovery

and agent deployment
5.4. THREAT PREVENTION:

5.4.1. Real-time Viruses, malware,

spyware protection

5.4.2. Real-time Ransomware protection

5.4.3. Zero-day, file-less attack

protection

5.4.4. Stops brute force remote desktop

protocol (RDP) attacks
5.5. MULTI-VECTOR PROTECTION:

5.5.1. Web Protection — Helps prevent
access to malicious websites, ad
networks, scammer network

5.5.2. Application Hardening — Reduces
vulnerability exploit surface and
proactively detects fingerprinting
attempts used by advanced attacks

5.5.3. Exploit Mitigation — Proactive

detects and blocks attempts to abuse
vulnerabilities and remotely execute
code on the endpoint

5.5.4. Application Behavior Protection -

Helps prevent applications from being
leveraged to infect the endpoint

5.5.5. Anomaly Detection Machine

Learning - Proactive identifies
unknown viruses and malware via
machine learning techniques

5.5.6. Payload Analysis — Anti-malware

technology that identifies entire
families of known and relevant
malware with heuristic and behavior
rules

5.5.7. Ransomware Mitigation — Detects
and blocks ransomware via behavioral




monitoring technology
5.6. MANAGEMENT:
5.6.1. Centralized management console
5.6.2. Threat visibility dashboard
5.6.3. Asset Management — Collects and
displays endpoint details, including
installed software, updates, startup
programs, and more
5.6.4. Automated and on-demand reports
5.6.5. Email notifications, syslog support
5.6.6. Role-based access control (RBAC)
5.6.7. Tamper Protection
5.6.8. Single sign-on with SAML 2.0

support
5.6.9. Active Directory integration
5.6.10.  Integration with existing

security and management tools
5.7. SUPPORT:
5.7.1. Email, chat, remote technical
support
5.7.2. Phone technical support

BIDDER REQUIREMENTS:

1. Must be an ICT Company operating for at
least five (5) years, experienced in system
integration dealing with different
government offices and private
companies.

2. Must provide Reseller certificate of the
proposed product.

3. Must provide brochures or images of the
proposed product.

4. Must provide Training and Certificate
from the product manufacturer.

PROJECT TIMELINE:

Must be delivered within thirty (30) calendar
days upon receipt of Notice to Proceed
(NTP) after which liquidated damages
shall be imposed.

PAYMENT TERMS AND SCHEDULE:




Payment will be on a send-bill arrangement
to be settled within thirty (30) calendar
days upon receipt of billing of statement.

Payments will be made through a Landbank
of the Philippines (LPB) deposit. If the
supplier does not have an LBP account,
the supplier will shoulder bank charges.

Contact Information - Project Officer

Mr. Emmanuel A. Zarate
eman_zarate@tpb.gov.ph

Mr. Edison S. Genelazo
edison genelazo@tpb.gov.ph

LEGAL REQUIREMENT:

PhilGEPS Certificate

Mayor’s Business Permit

SEC/DTI Registration Certificate

BIR Registration /TIN

Omnibus Sown Statement (Annex “B”)
Company profile (New Supplier)

SO a0 T

ATTACHEMENTS:

- Technical Specification (Annex “A”)

NOTE:

1. All entries must be typewritten on your
company letterhead.

2. Price Validity shall be for a period of thirty
(30) calendar days.

Terms 30 days from receipt of Invoice
Delivery | 30 days upon receipt of Notice to Proceed
(NTP)
ABC The approved budget for the contract Php950,000.00

(ABC)
inclusive of applicable taxes

Please submit your quotation and legal documents duly signed by your authorized
representative to email address bhong_ducusin@tpb.gov.ph not later than 31 August 2022 at
5:00 PM, subject to the Terms and Conditions stated herein and the shortest time of delivery.

Please be informed that the Tourism Promotions Board is evaluating our suppliers’

performance based on these criteria:

Customer Service (10%)

Quality (40%), Cost (25%), Timeliness (25%), and


mailto:bhong_ducusin@tpb.gov.ph

Thank you very much.

r

R D. ROMERO™~ ~
Acting Head, Procurement and General Services Division

Contact person: Jose T. Ducusin, Jr
Contact number: 02 8525-7312 / 8525 -9318 to 27



ANNEX “A”

TECHNICAL SPECIFICATION

Bidders must state “Comply” or any equivalent term in the column “Bidder’s Statement
against each of the Individual parameters of each Specification

Bidder’s
Item Description Total Statement of
Quantity Compliance
A. | Renewal of Business Anti-Virus License for
12 Months Subscription Lot
MINIMUM REQUIRED TECHNICAL
SPECIFICATIONS 285 pcs

BUSINESS ANTI-VIRUS -
Malwarebytes Endpoint

5.1. OPERATING PLATFORM:
5.1.1. Windows
5.1.2. Mac

5.2. CORE FEATURES:

5.2.1. Cloud management console

5.2.2. Includes next-gen antivirus
software

5.2.3. Real-time protection against
malware and other threats

5.2.4. Ransomware, zero-day exploits,
phishing protection

5.2.5. Brute force RDP, file-less
protection

5.2.6. Best-in-class threat remediation

5.2.7. Single, lightweight agent

5.2.8. Automated, on-demand reports

5.2.9. Optional server security

5.2.10. Threat hunting, isolation,

recovery

5.2.11. Windows ransomware rollback

5.2.12. Priority phone support

5.2.13. Optional premium support

5.3. THREAT REMEDIATION:
5.3.1. Cleans infected devices
5.3.2. On-demand and scheduled threat
scans
5.3.3. Comprehensive malware/artifact




removal
5.3.4. Non-persistent/Dissolvable
remediation agent
5.3.5. Isolates detected threats for
Later remediation
5.3.6. Forensics tools for windows
environments
5.3.7. Unmanaged endpoint discovery
and agent deployment

5.4. THREAT PREVENTION:

5.4.1. Real-time Viruses, malware,
spyware protection

5.4.2. Real-time Ransomware
protection

5.4.3. Zero-day, file-less attack
protection

5.4.4. Stops brute force remote
desktop protocol (RDP) attacks

5:5-

MULTI-VECTOR PROTECTION:
5.5.1. Web Protection — Helps prevent
access to malicious websites, ad
networks, scammer network
5.5.2. Application Hardening -
Reduces vulnerability exploit
surface and proactively detects
fingerprinting attempts used by
advanced attacks
5.5.3. Exploit Mitigation — Proactive
detects and blocks attempts to
abuse vulnerabilities and
remotely execute code on the
endpoint
5.5.4. Application Behavior
Protection - Helps prevent
applications from being
leveraged to infect the endpoint
5.5.5. Anomaly Detection Machine
Learning — Proactive identifies
unknown viruses and malware via
machine learning techniques
5.5.6. Payload Analysis — Anti-
malware technology that
identifies entire families of




known and relevant malware
with heuristic and behavior
rules

5.5.7. Ransomware Mitigation —
detects and blocks ransomware
via behavioral monitoring
technology

5.6. MANAGEMENT:
5.6.1. Centralized management
console
5.6.2. Threat visibility dashboard
5.6.3. Asset Management — Collects
and displays endpoint details,
including installed software,
updates, startup programs, and
more
5.6.4. Automated and on-demand
reports
5.6.5. Email notifications, syslog
support
5.6.6. Role-based access control
(RBAQ)
5.6.7. Tamper Protection
5.6.8. Single sign-on with SAML 2.0
support
5.6.9. Active Directory integration
5.6.10. Integration with existing
security and management tools

5.7. SUPPORT:
5.7.1. Email, chat, remote technical
support
5.7.2. Phone technical support

BIDDER REQUIREMENTS:

1. Must be an ICT Company operating
for at least five (5) years,
experienced in system integration
dealing with different government
offices and private companies.

2. Must provide Reseller certificate of
the proposed product.

3. Must provide brochures orimages
of the proposed product.




4. Must provide Training and
Certificate from the product
manufacturer.

SCHEDULE OF REQUIREMENTS

PROJECT TIMELINE:

Must be delivered within thirty (30) calendar days upon
receipt of Notice to Proceed (NTP) after which
liquidated damages shall be imposed.

TERMS OF PAYMENT

1. Payment will be on a send-bill arrangement to be
settled within thirty (30) calendar days upon receipt of
billing of statement.

2. The supplier must have a Land bank account. Payment
will be made through an LBP bank deposit. In case the
supplier does not have a Land bank account, bank
charges will be shouldered by the supplier.

I hereby certify to Comply with all the above Technical Specifications.

Name of Company/Bidder Signature over Printed Name of Date
Representative



ANNEX “B”
Omnibus Sworn Statement (Revised)

[shall be submitted with the Bid]

REPUBLIC OF THE PHILIPPINES )

CITY/MUNICIPALITY OF ) S.S.

AFFIDAVIT

I, [Name of Affiant], of legal age, [Civil Status], [Nationality], and residing at [Address of Affiant], after
having been duly sworn in accordance with law, do hereby depose and state that:

1

[Select one, delete the other:]

[If a sole proprietorship:] | am the sole proprietor or authorized representative of [Name of Bidder]
with office address at [address of Bidder];

[If a partnership, corporation, cooperative, or joint venture:] | am the duly authorized and designated
representative of [Name of Bidder] with office address at [address of Bidder];

[Select one, delete the other:]

[If a sole proprietorship:] As the owner and sole proprietor, or authorized representative of [Name of
Bidder], | have full power and authority to do, execute and perform any and all acts necessary to
participate, submit the bid, and to sign and execute the ensuing contract for [Name of the Project] of
the [Name of the Procuring Entity], as shown in the attached duly notarized Special Power of
Attorney;

[If a partnership, corporation, cooperative, or joint venture:] | am granted full power and authority to
do, execute and perform any and all acts necessary to participate, submit the bid, and to sign and
execute the ensuing contract for [Name of the Project] of the [Name of the Procuring Entity], as
shown in the attached [state title of attached document showing proof of authorization (e.g., duly



notarized Secretary’s Certificate, Board/Partnership Resolution, or Special Power of Attorney,
whichever is applicable;)];

[Name of Bidder] is not “blacklisted” or barred from bidding by the Government of the Philippines or
any of its agencies, offices, corporations, or Local Government Units, foreign government/foreign or
international financing institution whose blacklisting rules have been recognized by the Government
Procurement Policy Board, by itself or by relation, membership, association, affiliation, or
controlling interest with another blacklisted person or entity as defined and provided for in the
Uniform Guidelines on Blacklisting;

Each of the documents submitted in satisfaction of the bidding requirements is an authentic copy of
the original, complete, and all statements and information provided therein are true and correct;

[Name of Bidder] is authorizing the Head of the Procuring Entity or its duly authorized
representative(s) to verify all the documents submitted;

[Select one, delete the rest:]

[If a sole proprietorship:] The owner or sole proprietor is not related to the Head of the Procuring
Entity, members of the Bids and Awards Committee (BAC), the Technical Working Group, and the BAC
Secretariat, the head of the Project Management Office or the end-user unit, and the project
consultants by consanguinity or affinity up to the third civil degree;

[If a partnership or cooperative:] None of the officers and members of [Name of Bidder] is related to
the Head of the Procuring Entity, members of the Bids and Awards Committee (BAC), the Technical
Working Group, and the BAC Secretariat, the head of the Project Management Office or the end-user
unit, and the project consultants by consanguinity or affinity up to the third civil degree;

[If a corporation or joint venture:] None of the officers, directors, and controlling stockholders of
[Name of Bidder] is related to the Head of the Procuring Entity, members of the Bids and Awards
Committee (BAC), the Technical Working Group, and the BAC Secretariat, the head of the Project
Management Office or the end-user unit, and the project consultants by consanguinity or affinity up
to the third civil degree;

[Name of Bidder] complies with existing labor laws and standards; and

[Name of Bidder] is aware of and has undertaken the responsibilities as a Bidder in compliance with
the Philippine Bidding Documents, which includes:

a. Carefully examining all of the Bidding Documents;



b. Acknowledging all conditions, local or otherwise, affecting the implementation of the Contract;
c. Making an estimate of the facilities available and needed for the contract to be bid, if any; and
d. Inquiring or securing Supplemental/Bid Bulletin(s) issued for the [Name of the Project].

9. [Name of Bidder] did not give or pay directly or indirectly, any commission, amount, fee, or any form
of consideration, pecuniary or otherwise, to any person or official, personnel or representative of the
government in relation to any procurement project or activity.

10. In case advance payment was made or given, failure to perform or deliver any of the obligations
and undertakings in the contract shall be sufficient grounds to constitute criminal liability for
Swindling (Estafa) or the commission of fraud with unfaithfulness or abuse of confidence through
misappropriating or converting any payment received by a person or entity under an obligation
involving the duty to deliver certain goods or services, to the prejudice of the public and the
government of the Philippines pursuant to Article 315 of Act No. 3815 s. 1930, as amended, or the
Revised Penal Code.

IN WITNESS WHEREOF, | have hereunto set my hand this _ day of __ , 20 at ,
Philippines.

[Insert NAME OF BIDDER OR ITS AUTHORIZED
REPRESENTATIVE]

[Insert signatory’s legal capacity]

Affiant

[urat]

[Format shall be based on the latest Rules on Notarial Practice]



