TECHNICAL SPECIFICATIONS
Service Provider for the Renewal of SANGFOR Next Generation Application Firewall License

BACKGROUND

The SANGFOR Next Generation Application Firewall (NGAF) has been integral to our
organization's cybersecurity infrastructure. Since its implementation, the NGAF has been crucial
in safeguarding our network by providing advanced threat detection, application control, and
intrusion prevention capabilities. Its comprehensive features have helped us mitigate potential
risks, ensure regulatory compliance, and maintain the integrity of our data and systems.

As our current subscription for the SANGFOR NGAF approaches its expiration date in April, it is
imperative to assess the continuation of this essential cybersecurity solution. Failure to renew the
subscription would leave our network vulnerable to emerging cyber threats, potentially
compromising sensitive information, disrupting operations, and damaging our organization's
reputation.

OBJECTIVES

The objective of this purchase request is to renew our subscription for the SANGFOR Next
Generation Application Firewall (NGAF) to:

Enhance network security with advanced threat detection and prevention capabilities.
Maintain regulatory compliance and adhere to industry standards.

Safeguard critical assets and sensitive data.

Ensure uninterrupted business operations and productivity.

PWNPE

Renewing the NGAF subscription is vital for strengthening our cybersecurity defenses, meeting
regulatory requirements, protecting assets, and sustaining business continuity.

SCOPE OF WORK/SERVICES/DELIVERABLES

Supply, delivery, and configuration of SANGFOR Next Generation Application Firewall License to
wit:

Description Qty | Subscription
SANGFOR Next Generation Application Firewall License Renewal 1 1 Year
M5200-F-1, Ultimate Bundle including Premium Bundle (SSL VPN, Site-
to-Site Ipsec VPN, Stateful Firewall, Bandwidth Management, URL
Filtering, Application Control, IPS Botnet Prevention, Email Security,
SOC Lite, Basic Security Reporter, Engine Zero, Neutral-X) & Platform-
X (NGAF & Endpoint Secure Management, Security Log Retention on
Cloud, Security Posture Reporting) & Incident Response (Best Effort
Investigation, 2 times per annum) and Complimentary 30 units of
Endpoint Secure Protect Agents (Limited Time Offer) 1 Year.
M5200-F-1, NGFW Software Upgrade, 24x7 Technical Support Services,
1 Year

Return to Factory (5 Business Days Ship after Receipt), 1 Year
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IV.  INDICATIVE PROJECT IMPLEMENTATION
Must be delivered on or before 27 April 2024, after which liquidated damages shall be imposed.
The subscription shall be effective for one (1) year from the commencement date.
V. ADDITIONAL TECHNICAL REQUIREMENTS
1. Must be an IT company operating for at least five (5) years.
2. Must have an updated Certification as an Authorized Reseller for the said product.
VI. APPROVED BUDGET FOR THE CONTRACT
The Approved Budget for the Contract (ABC) is FIVE HUNDRED THOUSAND PESOS ONLY
(PHP500,000.00) inclusive of all applicable taxes and fees.
VIL. TERMS OF PAYMENT
Payment will be on a send-bill arrangement to be settled within thirty (30) days upon receipt of
Billing of Statement of Account. The supplier must have a Landbank account. Payments will be
made through LBP bank deposit. If the supplier does not have a Landbank account, the supplier
will shoulder bank charges.
VIIL. DURATION OF SUBSCRIPTION AGREEMENT
The subscription shall become effective upon receiving the License Activation from the winning
bidder no later than April 27, 2024.
IX. PROJECT OFFICER’S CONTACT INFORMATION
EDISON S. GENELAZO

edison genelazo@tpb.gov.ph
8-5259318 loc 215
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